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LOW  Cookie Not Marked as Secure Fixed L-02  

LOW   
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8  Process and Methodology:    
                 

https://owasp.org/www-project-web-security-testing-guide/v41/
https://owasp.org/www-project-web-security-testing-guide/v41/
https://owasp.org/www-project-web-security-testing-guide/v41/
https://owasp.org/www-project-web-security-testing-guide/v41/
https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/
https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/
https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/
https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/
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https://www.Therapy.Tech.com/browsementor
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We have identified an SQL injection, which occurs when data input by a user is interpreted as an 

SQL command rather than as normal data by the backend database. 

Thif is an extremely common 
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li rebraries for this. Wherever possible, do not create dynamic SQL queries or SQL queries with string 

concatenation. 

 

 
C-01 SQL Injection 

 
   

URL  : https://www.speedymentors.com/browsementor

https://www.Therapy.Tech.com/browsementor


 

  

  

  

  

                                                         



https://www.Therapy.Tech.com/browsementor


https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API
http://www.microsoft.com/en-us/download/details.aspx?id=28589
https://www.owasp.org/index.php/Cross_site_scripting
https://www.netsparker.com/blog/web-security/cross-site-scripting-xss/
https://labs.portcullis.co.uk/tools/xss-shell/
https://labs.portcullis.co.uk/tools/xss-tunnel/
https://www.microsoft.com/en-us/download/details.aspx?id=28589
https://www.owasp.org/index.php/XSS_%28Cross_Site_Scripting%29_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/AntiSamy
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https://www.Therapy.Tech.com/browsementor


https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API
http://www.microsoft.com/en-us/download/details.aspx?id=28589
http://www.microsoft.com/en-us/download/details.aspx?id=28589
https://www.owasp.org/index.php/Cross_site_scripting
https://www.netsparker.com/blog/web-security/cross-site-scripting-xss/
https://labs.portcullis.co.uk/tools/xss-shell/
https://labs.portcullis.co.uk/tools/xss-tunnel/
https://www.microsoft.com/en-us/download/details.aspx?id=28589
https://www.owasp.org/index.php/XSS_%28Cross_Site_Scripting%29_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/AntiSamy


 

  

  

  

 

https://www.Therapy.Tech.com/browsementor
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https://dev.mysql.com/downloads/
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Vulnerability in the MySQL Server component of Oracle MySQL (subcomponent: Server: DDL�9trL 

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-2537
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-2534
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http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-2531
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-2529
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Vulnerability in the MySQL Server component of Oracle MySQL (subcomponent: Server: 

Optimizer). Supported versions that are affected are 5.6.42 and prior, 5.7.24 and prior and 8.0.13 

and prior. Easily exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this vulnerability can result 

(CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H). 

 

Affected Versions 

5.6.2 to 5.6.42 

External References

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-2507
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-2503


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-2482
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-2481


 

  

  

  

  

                                                         

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2019-2455
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-3282


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-3278
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-3276


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-3251
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-3247
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http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-3174
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x CVE-2018-3156  

MySQL Unspesif(O)4iced Vulnerability 

Vulnerability in the MySQL Server component of Oracle MySQL (subcomponent: InnoDB). 

Sup-3(epo)-5(rt)-2(e)3(d ve)5(rsi)4(o)-3(n)-3(s)4( )4(th)-4(a)9(t are)3( )4(aff)5(e)-6(cte)4(d are)3( )4(5.)-3(6.)-3(4)-10(1 and)-2( )4(pr)-3(ior)-3(, 5.)-2(7)9(.2)-3(3 and)-2( )14(pr)-3(ior)-3( )4(an)-4(d 8.0)8(.1)-3(2 and)-2( )4(pr)6and . 

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-3156
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-3143
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-3133
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http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2819
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2818


 

 

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2817
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2813
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low privileged attacker with network access via multiple protocols to compromise MySQL Server. 

Successful attacks of this vulnerability can result in unauthorized ability to cause a hang or 

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2805
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2787


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2784
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2782


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2781
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2773


 

  

  

  

  

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2771
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2766
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http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2761
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2758
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Vulnerability in the MySQL Server component of Oracle MySQL (subcomponent: Server: 

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2755
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2703
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exploitable vulnerability allows unauthenticated attacker wit

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2696
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2668


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2665
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2647
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prior. Easily exploitable vulnerability allows high privileged attacker with network access via 

multiple protocols to compromise MySQL Server. Successful attacks of this vulnerability can result 

in unauthorized access to critical data or complete access to all MySQL Server accessible data. 

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2645
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2640


 

  

  

  

  

                                                         

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2622
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2612


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2591
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2590


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2583
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2573
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and prior. Easily exploitable vulnerability allows low privileged attacker with network access via 

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2018-2562
https://www.Therapy.Tech.com/


https://msdn.microsoft.com/en-us/library/system.net.cookie.secure.aspx
http://blog.teamtreehouse.com/how-to-create-totally-secure-cookies
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URL  : https://www.speedymentors.com/apply-for-mentor.html 

 Vulnerability Details 

We 

https://www.Therapy.Tech.com/apply-for-mentor.html


http://www.secureyes.net/downloads/Source_Code_Disclosure_over_HTTP.pdf
https://www.Therapy.Tech.com/
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We identified that the target web site is using Bootstrap and detected that it is out of date. 

Impact 

Since this is an old version of the software, it may be vulnerable to attacks. 

Actions to Take 

Please upgrade your installation of Bootstrap to the latest stable version. 

Known Vulnerabilities in this version 

bootstrap.js Cross-Site Scripting (XSS) Vulnerability 

In Bootstrap before 4.1.2, XSS is possible in the data-container property of tooltip. 

 

 

Affected Versions 

4.0.0 to 4.2.0 

External References 

CVE-2018-14042  

bootstrap.js Cross-Site Scripting (XSS) Vulnerability 

In Bootstrap before 4.1.2, XSS is possible in the collapse data-parent attribute. 

 

 

Affected Versions 

4.0.0 to 4.2.0 

External References 
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http://www.secureyes.net/downloads/Source_Code_Disclosure_over_HTTP.pdf


https://www.Therapy.Tech.com/login


https://labs.portcullis.co.uk/tools/xss-tunnel/
https://www.owasp.org/index.php/HTTPOnly
https://msdn.microsoft.com/en-us/library/system.web.httpcookie.httponly%28VS.80%29.aspx
https://www.Therapy.Tech.com/login
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This cookie will be transmitted over a 

https://msdn.microsoft.com/en-us/library/system.net.cookie.secure.aspx


 

  

  

  

  

http://blog.teamtreehouse.com/how-to-create-totally-secure-cookies
https://www.Therapy.Tech.com/
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https://www.owasp.org/index.php/HTML5_Security_Cheat_Sheet
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https://msdn.microsoft.com/en-us/hh563496.aspx
https://www.html5rocks.com/en/tutorials/security/sandboxed-iframes/
https://www.Therapy.Tech.com/browsementor
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https://www.Therapy.Tech.com/login
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URL  : https://www.speedymentors.com/signup  

Form Action(s)  : https://www.speedymentors.com/signup  

Vu92 lnerability Details 

https://www.Therapy.Tech.com/signup
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x If you are posting form in ajax request, custom HTTP headers can be used to prevent CSRF 

https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)

